


1.400 hours for the preparation of an 
ISO27001 certification within 15 
minutes and the connex to an espresso.
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Please choose my cap ☺

• Since 17+ years in “the” InfoSec field (and SBA)

o Main consulting focus on security governance

o ISO27001 lead auditor and implementer, etc.

• CISO within the research center SBA Research

o Research area (maybe NIS-2 challenge)

o Professional Services = ISO27001 certified

• Prokurist = responsible for business success

SBA Research
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For an ISO27001 certification you need an
InformationSecurityManagementSystem

(ISMS)
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Continual Improvement

+ Timer

+ Bean supply chain

+ Adequate controls

… etc.
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… is a systematic approach for establishing, 

implementing, operating, monitoring, reviewing, 

maintaining and improving an organization’s 

information security to achieve business objectives.

It is based upon a risk assessment and the 

organization’s risk acceptance levels designed to 

effectively treat and manage risks.

SBA Research

An ISMS…

Source: ISO27000
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Schematic ISMS Cycle

SBA Research

ISO 27001 Control 
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Risk treatment 
& tracking
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Internal Control 
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Business Impact 
Analysis

Management 
Review

Reporting & 
Benchmarking

Maturity 
Benchmarking 

ISO27001, NIS-2, DORA, 
TISAX, CRA, …



8

Why so expensive / time-consuming?

SBA Research
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ISMS & Security Controls (Measures)

SBA Research

Employees Clients Network …

Passwords
USB Sticks
Phishing

…
Secure working

Security updates
Malware protection

Encryption
…

Secure resources

Firewall
Segmentation

Attack detection
…

Secure communication

Risk Management

Ensure that no (new)

risk remains untreated
- Risk analyses

- Polices

- Measures

- Trainings

- …

Quality Assurance

Indicators whether

ISMS is effective
- GAP Analyses

- Technical audits

- Internal controls

- Accepted risks

- Security Incidents

- …

Applications

Secure access
Authorization
Secure code

…
Secure Applications
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Example: NIS-2 Risk Management Areas

SBA Research

(1) 
Management

(2) Security 
Polices

(3) Risk 
Management

(4) Asset 
Management

(5) HR security (6) Awareness
(7) Supply 

Chain Security
(8) Access 

Management

(9) Procurement, development, 
operation and maintenance

(g) Software Security

(10) 
Cryptography

(11) Security 
Incident Mgmt

(12) Business Continuity and Crisis 
Management

(13) Physical 
Security

+/- 50 measures
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Don’t reinvent the wheel!

SBA Research

Supplementary ISO-Standards

• 27017 Cloud Services

• 27034 Application Security

• 22301 Business Continuity

Supplementary Best-Practices

• BSI Grundschutzkompendium

• CIS CSC & Benchmarks

• OWASP Top10, ASVS, SAMM, etc.

• CSA Cloud Security

• NIST CSF

• …
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The Why?

SBA Research
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Business Case vs Business Risks

• ISO27001 certification required in order to secure 

revenue streams, e.g.

o … be chosen as trusted security service partner

o … be able to participate in tenders

o … be able to provide comprehensible proof

– Established information security processes.

– Security of clients’ confidential data (e.g. critical exploitable vulnerabilities)

o … be an NISG qualified body (QuaSte)

o (… NIS-2 regulatory compliance)

SBA Research
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Business Case vs Business Risks

1. Breach of contract, e.g. non-compliance with a 

confidentiality agreement

2. (Negligent) damage to a customer, e.g. due to 

security tests

3. Lasting damage to reputation, e.g. due to 

negligent misconduct (data leakage)

SBA Research

>> Defines our business case for information security (= risk appetite & security posture)>> Defines our business case for information security (= risk appetite & security posture)
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ISMS effort

SBA Research

More effort if…

• Large org. structure

• Low homogeneity

• Regulatory pressure

Less effort if…

• Clear business case

• Small org. structure

• High homogeneity
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If your focus lies on software (products)
… think about a management system for application security

SBA Research

OWASP SAMM
Software Assurance Maturity Model

OWASP SAMM
Software Assurance Maturity Model

Source: ISO/IEC 27002:2022
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Referenced Standards & Frameworks
ISMS Information Security Management System

• ISO Standards ::Link::

• BSI Grundschutz ::Link::

Cyber Defense

• CIS CSC & Benchmarks ::Link::

• NIST CSF ::Link::

Software Security & Maturity

• OWASP SAMM ::Link::

• OWASP ASVS ::Link::

SBA Research

https://www.iso.org/home.html
https://www.bsi.bund.de/DE/Themen/Unternehmen-und-Organisationen/Standards-und-Zertifizierung/IT-Grundschutz/it-grundschutz_node.html
https://www.cisecurity.org/controls
https://www.nist.gov/cyberframework
https://owaspsamm.org/
https://owasp.org/www-project-application-security-verification-standard/
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Secure Software Development

A Short Introduction to the OWASP SAMM

SBA Research
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Who Am I?

• IT Security Consultant at SBA Research

o Web application security

o Spear phishing simulations

o Source code audits

o Architecture reviews

o SAMM assessments

o Security training

• Software developer

SBA Research
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When you are a hands-on guy and start 
consulting

SBA Research
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1. No Threat Modeling or security architecture review done in 

advance

2. No security requirements in application design, only 

functional requirements

3. Penetration Test done at the end finds severe security 

vulnerabilities

4. Only two ways forward

1. Security problems ignored, application goes live in an 

exploitable state

2. Go back to design phase and update implementation; very 

expensive at this stage of the project

Secure Development is not just Secure Coding
Example: Vulnerability found too late

SBA Research
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What Is A Secure Development Process?

• Considering security earlier

• Multi-layer security - Building 

strong safety nets

• Empowering developers

• Measuring and improving security

• Traceability of security decisions

SBA Research
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OWASP SAMM

• What is it?

o Concise set of interview questions across security 

domains

o Granular score in all areas

o Proposals & activities how you can improve

You talk to a team, SAMM tells you what to talk 

about.

SBA Research
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OWASP SAMM
Business functions

SBA Research
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OWASP SAMM
Security practices

SBA Research
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OWASP SAMM
Stream / activity

SBA Research



28

OWASP SAMM
Maturity level

https://owaspsamm.org/model/

SBA Research

https://owaspsamm.org/model/
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OWASP SAMM
Activities

https://owaspsamm.org/model/implementation/secure-build/stream-a/

SBA Research

https://owaspsamm.org/model/implementation/secure-build/stream-a/
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OWASP SAMM
Overview

SBA Research
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Secure Development is not just Secure Coding
Example, revisited

1. No Threat Modeling or security architecture review done in 

advance

2. No security requirements in application design, only 

functional requirements

3. Penetration Test done after development finds severe security 

vulnerability

4. Only two ways forward

1. Security problems ignored, application goes live in an 

exploitable state

2. Go back to design phase and update implementation; very 

expensive at this stage of the project

SBA Research
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OWASP SAMM At SBA

SBA Research
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OWASP SAMM At SBA

Governance

o Policy & Standards: Internal policy for secure 

software development

o Compliance Management: ISMS task board with 

requirements

o Training & Awareness: Our devs regularly visit 

security conferences and give trainings 

themselves

SBA Research
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OWASP SAMM At SBA

Design

• Threat Model: Regular assessments conducted

• Architecture Design: We incorporate “Security by 

default” practices into our design

• Technology Management: We use SBOMs and 

track our third-party dependencies including the 

end-of-life dates of large components

SBA Research
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Threat Model

SBA Research



36

Tracking of Major Dependency Versions

SBA Research
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OWASP SAMM At SBA

Implementation

• Build Process: Completely automated, including 

security scanners

• Deployment Process: Also completely automated

• Secret Management: We adhere to the principle 

of least authority

SBA Research
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Automated Build and Deploy Pipelines

SBA Research
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OWASP SAMM At SBA

Verification

• Control Verification: We test for security controls 

and include regression testing

• Scalable Baseline: We have security scanners that 

test our deployed application daily

• Deep Understanding: We regularly conduct a 

penetration test from employees outside of the 

dev team

SBA Research
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Penetration Test Findings and Issue Tracking

SBA Research
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OWASP SAMM At SBA

Operations

• Incident Detection: Our application is monitored for 

security events

• Configuration Hardening: We perform best-effort 

hardenings of the configuration of all components

• Patching and Updating: We monitor the status of our 

dependencies and alert when vulnerable versions are 

detected

SBA Research
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Scans for Vulnerable Dependency Versions

SBA Research
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Output & Results
Scoring

• What you get

o A scored result for each function

o Every activity has the same weight

o Every level has the same weight

o Helps detect blind spots

• What you don’t get

o Overall score

SBA Research
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Output & Results
Roadmap

• Main output of assessment

o Status quo

o Motivation and goals for short-term and long-term 

development

• Where should I start?

o Ways to improve optimally and easiest

o Activities that are almost established already

o Most relevant activities in the given environment

SBA Research
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Assessment Types

• External interviewers

o Security experts are interviewers

o Report with suggestions for moving 

forward

• Self assessment

o Interview done by the team itself

o Much faster since no evidence is 

collected

o Can be done more often

SBA Research
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Interview

• 1-5 team members with different roles 

get interviewed

• 2 interviewers

• Preparation

o Interviewers should know about team, 

organization & software

o Teams should have relevant 

documents and software at hand

• Initially takes ~1 day to interview a 

team

SBA Research
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Questionnaire
Roadmap
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Roadmap
Score graph

SBA Research
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Stefan Jakoubi and Michael Koppmann

SBA Research

Floragasse 7, 1040 Vienna

sjakoubi@sba-research, mkoppmann@sba-research.org
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