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Who Am I?

• IT Security Consultant at SBA Research

o Web application security

o Spear phishing simulations

o Source code audits

o Architecture reviews

o SAMM assessments

• Co-founder of the sec4dev conference

SBA Research
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When you are a hands-on guy and start 
consulting

SBA Research
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Shift Left

SBA Research
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Secure Development is not just Secure Coding
Example 1: Vulnerability in library

1. Undefined responsibilities between Dev & Ops

2. Missing automation

3. Software dependencies are not checked during 

build or deployment

4. A known vulnerability in a 3rd party library goes 

unnoticed

5. Internet-facing application gets exploited

SBA Research
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1. No Threat Modeling or security architecture review done in 

advance

2. No security requirements in application design, only 

functional requirements

3. Penetration Test done at the end finds severe security 

vulnerabilities

4. Only two ways forward

1. Security problems ignored, application goes live in an 

exploitable state

2. Go back to design phase and update implementation; very 

expensive at this stage of the project

Secure Development is not just Secure Coding
Example 2: Vulnerability found too late

SBA Research
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What Is A Secure Development Process?

• Considering security earlier

• Multi-layer security - Building 

strong safety nets

• Empowering developers

• Measuring and improving security

• Traceability of security decisions

SBA Research
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OWASP SAMM

The model and the assessment
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OWASP SAMM

• What is it?

o Concise set of interview questions across security 

domains

o Granular score in all areas

o Proposals & activities how you can improve

You talk to a team, SAMM tells you what to talk 

about.

SBA Research
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OWASP SAMM
Business functions

SBA Research
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OWASP SAMM
Security practices

SBA Research
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OWASP SAMM
Stream / activity

SBA Research
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OWASP SAMM
Maturity level

https://owaspsamm.org/model/

SBA Research
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OWASP SAMM
Activities

https://owaspsamm.org/model/implementation/secure-build/stream-a/

SBA Research
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OWASP SAMM
Overview

SBA Research
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Secure Development is not just Secure Coding
Example 1, revisited

1. Undefined responsibilities between Dev & Ops

2. Missing automation

3. Software dependencies are not checked during 

build or deployment

4. A known vulnerability in a third-party library 

goes unnoticed

5. Internet-facing application gets exploited

SBA Research
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Secure Development is not just Secure Coding
Example 2, revisited

1. No Threat Modeling or security architecture review done in 

advance

2. No security requirements in application design, only 

functional requirements

3. Penetration Test done after development finds severe security 

vulnerability

4. Only two ways forward

1. Security problems ignored, application goes live in an 

exploitable state

2. Go back to design phase and update implementation; very 

expensive at this stage of the project

SBA Research
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Output & Results
Scoring

• What you get

o A scored result for each function

o Every activity has the same weight

o Every level has the same weight

o Helps detect blind spots

• What you don’t get

o Overall score

SBA Research
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Output & Results
Roadmap

• Main output of assessment

o Status quo

o Motivation and goals for short-term and long-term 

development

• Where should I start?

o Ways to improve optimally and easiest

o Activities that are almost established already

o Most relevant activities in the given environment

SBA Research
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Interviews

How assessments are done

SBA Research
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Assessment Types

• External interviewers

o Security experts are interviewers

o Report with suggestions for moving 

forward

• Self assessment

o Interview done by the team itself

o Much faster since no evidence is 

collected

o Can be done more often

SBA Research
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Interview

• 1-5 team members with different roles 

get interviewed

• 2 interviewers

• Preparation

o Interviewers should know about team, 

organization & software

o Teams should have relevant 

documents and software at hand

• Initially takes ~1 day to interview a 

team

SBA Research
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Questionnaire
Questions
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Questionnaire
Roadmap
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Roadmap
Score graph

SBA Research
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TL;DR

• Pick a project/team

• Choose 2 interviewers

• Use spreadsheet to conduct interview

o Use OWASP SAMM website if you get 

lost

• Merge notes & scores

• Specify roadmap with easy wins & 

blind spots

Danielle MacInnes, https://unsplash.com/photos/IuLgi9PWETU

SBA Research
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